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57 ABSTRACT

A circuit for implementing a plurality of circuits on a pro-
grammable logic device, the circuit comprising a first circuit
implemented on a first portion of the programmable logic
device; a second circuit implemented on a second portion of
the programmable logic device; and a control circuit coupled
to the first circuit and the second circuit, the control circuit
providing isolation between the first circuit and the second
circuit. While the first circuit and the second circuit may
comprise redundant circuits implementing a common func-
tion, the circuits may also comprise circuits which must be
isolated, such as an encryption circuit and a decryption circuit
implementing a cryptographic function. A method for imple-
menting a plurality of circuits on a programmable logic
device is also disclosed.
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CIRCUIT FOR AND METHOD OF
IMPLEMENTING A PLURALITY OF
CIRCUITS ON A PROGRAMMABLE LOGIC
DEVICE

FIELD OF THE INVENTION

The present invention relates generally to programmable
logic devices, and in particular, to a circuit for and method of
implementing a plurality of circuits on a programmable logic
device.

BACKGROUND OF THE INVENTION

Certain applications of electronic systems, such as mili-
tary, aerospace, and high-reliability communications, require
certain safeguards to ensure the integrity of the applications.
One way to promote integrity of an application is to provide
redundancy to ensure that the data for the application is cor-
rectly processed and retained. In the event of a failure of one
circuit, the data ofthe redundant circuit may be used. Also, the
detection of errors may also be required in these applications,
even if the likelihood of such an occurrence is extremely low,
in order to provide high accuracy. Furthermore, applications
running in redundant systems require fast detection and cor-
rection of an error in order to minimize the impact upon the
operation. Even a rare single event upset (SEU) must be
detected so that appropriate system measures may be taken to
ensure a very high uptime of the circuit. In certain circum-
stances, automatic correction of errors may also provide a
significant advantage. For example, when processing real-
time data, automatic correction of errors allows the operation
of the circuit to continue without the need for a system reset.
When employing a programmable logic device, error correc-
tion allows much faster system recovery time because the
device does not need to be completely reconfigured, which
may require many seconds of system downtime.

In other applications of electronic systems, the integrity of
a system is maintained by providing separate integrated cir-
cuits for portions ofthe system. For example, in an encryption
system, non-encrypted signals, often called red signal, must
be isolated from a circuit providing access to encrypted sig-
nals, often called black signals. That is, careful segregation of
signals is required in cryptographic systems that contain sen-
sitive or classified plaintext information (i.e. red signals) and
encrypted information, or ciphertext (i.e. black signals).

One class of integrated circuits which may be used to
implement circuits requiring the integrity of data to be main-
tained is a programmable logic device (PLD). A PLD is
designed to be user-programmable so that users may imple-
ment logic designs of their choices. Programmable logic cir-
cuits of a PLD comprise gates which are configurable by a
user of the circuit to implement a circuit design of the user.
One type of PLD is the Complex Programmable Logic
Device (CPLD), which comprises two or more “function
blocks” connected together and to input/output (I/O)
resources by an interconnect switch matrix. Another type of
PLD is a field programmable gate array (FPGA). In a typical
FPGA, an array of configurable logic blocks (CLBs) is
coupled to programmable input/output blocks (IOBs). The
CLBs and IOBs are interconnected by a hierarchy of pro-
grammable routing resources. For both of these types of pro-
grammable logic devices, the functionality of the device is
controlled by configuration data bits of a configuration bit-
stream provided to the device for that purpose.

A PLD comprises circuit elements formed in a substrate
and a plurality of metal layers coupling the circuit elements.
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The metal layers may comprise metal layers for connecting
elements of a functional block, while other layers are used for
connecting the various functional blocks. For example, the
first five layers may comprise local routing conductors used
for connecting circuit elements of the various functional
blocks, such as memory elements or CLBs of a program-
mable logic device, while the upper six layers may comprise
the interconnect circuits (i.e. conductors for connecting the
various functional blocks). The even layers of the intercon-
nect circuits may be used to route signals in a longitudinal
direction, while the odd layers may be used to route signals in
a lateral direction. The length of a conductor of the intercon-
nect circuits may be defined by the number of conductor
segments coupled between a pair of programmable intercon-
nect points (PIPs) which enable local routing. Relatively
short conductors (e.g. “double lines” comprising two seg-
ments between PIPs) may be included in a first pair of hori-
zontal and vertical metal layers. Similarly, “hex lines” com-
prising six segments coupled between PIPs may be formed on
another pair of horizontal and vertical metal layers. Finally,
long conductors may be formed on another pair of horizontal
and vertical metal layers. The long conductors may extend
between the edges of the integrated circuit, for example.
Alternatively, in larger programmable logic devices having a
large number of columns, such as 150 columns, for example,
long lines may extend a smaller number of columns, such as
32 columns.

PLDs also have different “modes™ depending on the opera-
tions being performed on them. A specific protocol allows a
programmable logic device to enter into the appropriate
mode. Typical PLDs have internal blocks of configuration
memory which specify how each of the programmable cells
will emulate the user’s logic. During a “program” mode, a
configuration bitstream is provided to non-volatile memory,
such as a read-only memory (ROM), either external or inter-
nal to the programmable logic device. Each address is typi-
cally accessed by specifying its row and column addresses.
During system power up of a “startup” mode, the configura-
tion bits are successively loaded from the non-volatile
memory into static random access memory (SRAM) configu-
ration latches of a configuration logic block. At the end of this
start-up phase, the PLD is now specialized to the user’s
design, and the PLD enters into “user” mode as part of its
normal operation.

In order for the PLD to function properly, it is necessary
that the data loaded into a memory is not corrupted. Data in a
PLD may be corrupted for a variety of reasons. For example,
there may be alatent defect in the device. The device may also
be affected by a single event upset (SEU), such as a cosmic
ray striking a storage element of the device. Finally, the
device may be subjected to an adversarial attack, such as an
attack by a third party attempting to intercept data. For
example, an unauthorized third party may attempt to access
decrypted data in a data encryption system. However, because
of the nature of the interconnect circuits of a programmable
logic device, a single conventional programmable logic
device does not provide adequate isolation for circuits requir-
ing data integrity, such as redundant circuits or circuits requir-
ing strict isolation such as encryption circuits.

Accordingly, there is a need for an improved circuit for and
method of implementing a plurality of circuits on a program-
mable logic device.

SUMMARY OF THE INVENTION

A circuit for implementing a plurality of circuits on a
programmable logic device is disclosed. The circuit com-
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prises a first circuit implemented on a first portion of the
programmable logic device; a second circuit implemented on
a second portion of the programmable logic device; and a
control circuit coupled to the first circuit and the second
circuit, the control circuit providing isolation between the
first circuit and the second circuit. The circuit may further
comprise a barrier, such as a column of circuits, between the
first circuit and the second circuit. The circuit may further
comprise a plurality of interconnect lines extending across
the barrier, wherein control circuit detects unauthorized sig-
nals being transferred between the first circuit and the second
circuit. While the first circuit and the second circuit may
comprise redundant circuits implementing a common func-
tion, the circuits may also comprise circuits which must be
isolated, such as an encryption circuit and a decryption circuit
implementing a cryptographic function.

According to an alternate embodiment, a circuit for imple-
menting a plurality of circuits on a programmable logic
device comprises a first portion of programmable logic hav-
ing a first function; a second portion of programmable logic
having a second function; a barrier between the first portion
and the second portion; and a control circuit monitoring com-
munication between the first portion and the second portion
across the barrier. The circuit may further comprise a plurality
of interconnect lines between the first portion and the second
portion of the programmable logic device. The circuit may
further comprise an error detection circuit coupled to the first
portion and the second portion. For example, the error detec-
tion circuit may detect a breach in communication between
the first portion and the second portion by continuously read-
ing back configuration data of the programmable logic
device.

A method of implementing a plurality of circuits on a
programmable logic device is also disclosed. The method
comprises the steps of providing a first circuit implementing
a first function and a second circuit implementing a second
function; providing isolation between the first circuit and the
second circuit; independently operating the first circuit and
the second circuit; and detecting a breach in communication
between the first circuit and the second circuit. The step of
providing isolation between the first circuit and the second
circuit may comprise a step of selectively connecting the first
circuit and the second circuit. Similarly, the step of detecting
abreach may comprise a step of detecting a signal incorrectly
coupled to, routed on, or read from a interconnect line extend-
ing between the first circuit and the second circuit.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a programmable logic device
having a plurality of circuits according to an embodiment the
present invention;

FIG. 2 is a block diagram of a programmable logic device
having a plurality of circuits according to an alternate
embodiment of the present invention;

FIG. 3 is a block diagram of a programmable logic device
having a plurality of circuits and multiple barriers according
to an alternate embodiment of the present invention;

FIG. 4 is a block diagram of a circuit for implementing a
plurality of circuits on a programmable logic device accord-
ing to an embodiment of the present invention;

FIG. 5 is a block diagram of a configuration controller
enabling the implementation of a plurality of circuits on a
programmable logic device according to an embodiment of
the present invention;

FIG. 6 is a block diagram of a programmable logic device
according to an embodiment of the present invention;
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FIG. 7 is a circuit implementing a programmable logic
device having a plurality of circuits according to an embodi-
ment of the present invention;

FIG. 8 is a flow chart showing a method of implementing a
plurality of circuits on a programmable logic device accord-
ing to an embodiment of the present invention; and

FIG. 9 is a flow chart showing a method of implementing a
plurality of circuits on a programmable logic device accord-
ing to an alternate embodiment of the present invention.

DETAILED DESCRIPTION OF THE DRAWINGS

Turning first to FIG. 1, a block diagram of a programmable
logic device 100 having a plurality of circuits according to an
embodiment the present invention is shown. As shown in FIG.
1, a first circuit 102 implemented in a first portion of the
programmable logic device is isolated from a second circuit
104 implemented in a second portion of the programmable
logic device by a barrier 106. According to one embodiment,
the only common signal received by the first and second
circuits is a power signal. While barrier 106 may provide
complete isolation, restricted communication may be pro-
vided by a communication channel 108. As will be described
in more detail below, the circuit of FIG. 1 enables implement-
ing separate domains in a programmable logic device by
providing a verifiable barrier. The separate domain systems
reside in a single device and perform predetermined func-
tions, which may be the same function or different functions.
For example, the first and second circuits may be redundant
circuits performing the same function. In systems requiring
communication between the first and second circuits, the
circuits preferably communicate through a single dedicated
channel.

However, to maintain the integrity of the system, informa-
tion may not be transferred from one domain to another by
way of any other channel, as will be described in more detail
below. In the multiple domain system 100 of FIG. 1, the first
circuit 102 may perform a certain security class processing
while the second circuit 102 performs another security class
processing. The barrier 106 prevents any transfer of signals
between the first and second circuits, except as may be pro-
vided by the communication channel 108 which is configured
to enable authorized communication between the circuits.
Any other connection would be considered a breach. As
shown in FIG. 2, a block diagram of a programmable logic
device has an encryption circuit 202 and a decryption circuit
204 separated by a barrier 206. The barrier 206 also prevents
any transfer of signals between the encryption and decryption
circuits, except for authorized communications by way of a
communication channel 208.

While the barriers are shown having a certain width, such
as comprising a column of tiles of a programmable logic
device as will be described in more detail below in reference
to FIG. 6, the barrier may extend from a plurality of columns,
thereby eliminating the chance that certain shorter lines may
span the first circuit to the second circuit. Alternatively, mul-
tiple barriers may be used to either create a larger separation
between the two circuits, or provide isolation between more
than two circuits. For example, as shown in FIG. 3, a first
circuit 302 and a second circuit 304 are separated by a pair of
barriers 306 and 308. A third circuit 310 may be positioned
between the pair of barriers. Communication between the first
and the second circuit may be restricted to data on a commu-
nication channel 312. Because the first and second circuits are
separated by a greater distance created by two barriers and the
third circuit in between, some or all of the interconnect cir-
cuits would not be able to extend from the first circuit to the















